Jason Carter

CYSE 270: Linux System for Cybersecurity

Lab 6 - File Permission

jason:

-

admin

/home/sophia -s /bin/bash -z emplo
/home/olivia -s /bin/bash -g payroll olivia

/home/emma -s /bin/bash -z admin emma

sophia
password:
' password:
passwd: passw

passwd: passw

sophia
(sophia) gid=
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Step 3:

& sophia

& olivia

-

Jhome/cyse_project

-

:jcarteos /home/cyse_project

—

770 /home/cyse_project

/home/cyse_project
Arwxrwx 2 root jcart@98 4@96 Oct 15 19:25
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Step 6:

—% umask
paaz27

employee @

—% echo "Jason Carter” > Sophia_homework

—5 1s -1 Sﬂphia_hbméwnrk
“rwer 1 sophia employee 13 Oct 15 19:28 Sophia_homework

—

Step 8:
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e

¢ cp Sophia_homework /home/cyse_project/

e

1 sophia employee 13 Oct 15 19:29 Sophia_homework

—3 sU - emma
Password:

cat /home/cyse_project/Sophia_homework
/home/cyse_project/Sophia_homework: Permission denied

—% su - jason
Password:

: g+§ fhumefcyse_pruject
[sudo] password for jason:

/home/cyse_project

drwxrws 2 root jcart@98 L@96 Oct 15 19:29
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Step 2:

. sophia
Password:

5 cp Sﬂphia_hﬂmeﬁﬂfk /home/cyse_project/Sophia_homework?2

— —

—5 1s -1 Ihﬂmefcyﬁe;prﬂjectf

-TW-T 1 sophia employee 13 Oct 9:29 Sophia_homework
-TW-T 1 sophia jcart 3 9:47 Sophia_homework2

Task C:

Step 1:
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L% su - jason
Password:

g-s /home/cyse_project

—

760 /home/cyse_project

d /home/cyse_project
drwxrw 2 root jcart@98 4096 Oct 15 19:47

— sophia

Password:

—% cp Sophia_homework /home/cyse_project/Sophia_homework3

cp: cannot stat '/home/cyse_project/Sophia_homework3': Permission denied

—% su - olivia

Password:

—5% cat /home/cyse_project/Sophia_homework32
/home/cyse_project/Sophia_homework3: Permission denied

Extra Credit:

Step 1:

% su - olivia
Password:

R -

—5 rm /home/cyse_project/Sophia_homework
rm: cannot remove '/home/cyse_project/Sophia_homework': Permission denied

Step 2:
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-

+t /home/cyse_project

fhumeftyée_pruject
drwxrw—T 2 root jcart@98 4096 Oct 15 19:47 [fhome/cyse project

olivia
Password:
—% rm fhome/cyse_project/Sophia_homework3
rm: cannot remove °/Shome/cyse_project/Sophia_homework3': Permission denied

-




